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L’s on us

to be the Human Firewall
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We are the playmakers.

eon It's on US to make new energy work. | E.ON | 60" s ptvﬁhcww altz
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https://www.youtube.com/watch?v=w7XCG9mTqQA

playmake"' Our Strategy

Our Attributes

Progressive Impactful

Our Purpose

Making New
Energy Work

We love
our
customers

We deliver
the seemingly
impossible

We love We enjoy
technology what we do
We win
together

Our Attitude

. ko0
Digitatisa®®

Sustainability



Contact Person for the Business onall
Cyber Security Topics

e-on

Business ;:-fke;qm.r

Management
& Communication

-

Policy
Auditing

Penctration Testing &

Policy, Standards & Red Teaming
Procedures

CELNE

implementation and | T =3
cagrdination of the
Cyber Security
Governsfce

o
Security-by-Design ;:.‘:I::::Jtt_;:r
&
5

Cyber Security One Tool ta

)
o)
Cyber Security rigthingis 3 * ana;
. g
esigned, 1

& Data Protection things are Secure :_-, Idertities
by design!

%‘th [z Strengthening
Self-Service







Building Awareness for
GenAI-Spe cific Se curlty RIisks

can become
J.» 5'
Y
)
Security
. " - Sensitive information
. Generating biased@data : i Deliberately generate Manipulating output by Manlpula_tlon of.the training disclosure leading to
Generating factually wrong % Ownership of training data 0 o i data or finetuning process 8
data because of training data ol malicious content or providing deceptive or o unauthorized access to data
was already biased misinformation unauthorized input backio used by the LLM or even
: the training data
(0]
> o

e
i \ can lead to {/

[



We will jointly drive security
and compliance as part or
the Al governance group

Strategic areas of attention structured into three layers

Overarching Strategy and Principles
. KA
Regulation &4 l 4 Legislation & Policies Governance

R

Identify key Develop & Operate :::::":‘v:u. Communicate
Execution opportunities solutions (efficiency & growth) benefits

Ensure transparency & re-use best practices

iy

Foundation Ay Data Technology & Skills & Academia & Competition &
E“f] Management Vendors Capacity Partners Market Intel.

It’s on us

to be the Human Firewall.



Al in Energy Retail

NLCX

ServiceProphet:
Call-center planning

e.on Feedback Radar

Al @ EDM (Smart
Meter predictions)

Cross selling scores

Offer return process

E-Mail processing time

eon.de Al Search

VoiceBot

ChatBot

B2SME

Data-driven PR

Use Cases w/ E.ON

GPT Plattform

Co-Pilot in Code
Development

Wi
Lk N

SISSI

Al Workstation

Use Case with GenAl focus

It’s on us

to be the Human Firewall.



Transmission System
Highest Voltage

Industry Power Plant
Distribution System

Power Plant

Powerflow Digital

by

Industry

High Voltage

!
=

I

,i\

r
b

Medium Voltage

Low Voltage

Westnetz GmbH - Dr. Patrick Wittenberg - 30th November 2023




It’s onus
Al in Energy Networks

Since energy markets are highly volatile and experience rapid changes in supply,
demand and prices, predictive analytics helps in forecasting demand patterns,
enabling energy providerﬂs(gaé&\djust production, distribution and pricing strategies

e accordingly. Accurate demand foerecasting also assists in ensuring energy efficiency

demand forecasting
and reducing waste.

Yol K Commitment to sustainability and the increasing adoption of renewable energy sources,
AN

T e intermittent in/nature, is another big challenge that energy companies must address.
There, leveraging data analytics and Al to forecast renewable energy generation allows

renewable energy
integration for better integration of green energy into the grid and improves overall grid stability

Since energy assets (power plants, rgnewable installations, etc.) represent significant
investments, optimising their use is crucial. Predictive analytics helps to anticipate
equipment failures before they occur, allowing for preventive maintenance to minimise
operational efficiency downtime and costly repairs. Foresight also assists in optimising the operational parameters

& asset management of assets, such as turbi eeds, transmission line loads and storage capacities.

|
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L’s on us

to be the Human Firewall
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